IIT(BHU) SSID Wi-Fi Connectivity of Window 10

Step 1: Click on Network & Internet settings

Network

@ Connected

nection metered,

., ENG 223 PM
IN  8/20/2018 Ez




Step 2: Click on Network and Sharing Center

§02  NETWORK & INTERNET

i Wi-Fi
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Proxy
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Advanced options

Manage Wi-Fi settings

Related settings
Change adapter options
Change advanced sharing options

Network and Sharing Center




Step 3: Click on Set up a new connection or network

L Network and Sharing Center
I ¥ 5 Control Panel » Network and Internet > Network and Sharing Center

View your basic network information and set up connections
Control Panel Home

> View your active networks
Ch d etti
e You are currently not connected to any netwarks.
Change advanced sharing
settings Change your networking settings

e Set up a new connection or network

Set up a broadband, dial-up, or VPN cr inection; or set up a router or access point,

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

Step 4: Select Manually connect to a wireless network and Click on Next
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?' Set Up a Connection or Metwork

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

Set up a new router or access point.

Manuzally connect to a wireless network

. Set up a new network
ik 5etup
-,
|

Connect to 2 hidden network or create a new wireless

L.& Connect to a workplace
Set up a dial-up or VPN connection to your workplace,

| Next ||“_Cancel




Step: 5 Fill the details as show in below image:

Network Name  lIT(BHU
Security type: WPA2-Enterprise

Encryption type: AES

€& & Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: [ IIT(BHU) ]

Security type: \WPA2-Enterprise v

Encryption type: AES

Security Key: Hide characters

Start this connection automatically

[[] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

and Click on Next

If you are getting "A network called IIT(BHU) already exists"

then follow Page No.11-13



Step:6 Click on Change connection settings
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Manually connect to a wireless network

Successfully added IIT(BHU)

—> Change connection settings
Open the connection properties sc that | can change the settings.

Step:7 Click on Security Tab

b;’ Manually connect to a wireless network

Sud

IT(BHU) Wireless Network Properties X

Connection  Security

Name: IIT{BHU)
S5ID: IIT(BHU)
Network type: Access point

Network availability: Al users

Connect automatically when this netwaork is in range
[[]Look for other wireless networks while connected to this network
[] Connect even if the network is not broadcasting its name (5510)

Cance




Step:8 Click on Setting

Sud

[IT(BHU) Wireless Metwork Properties

Connection Security

Security type: ‘WPAZEnterprise v|

Encryption type: ‘AES

Choose a network authentication method:

'Microsoft: Protected EAP (PEAP)

v | settings |

[*] Remember my credentials for this connection each

time I'm logaed on

Advanced settings




Step:9 Uncheck Verify the server's identity by validating the certificate the click
on Ok button.

Protected EAP Properties X

When connecting;

[]verify the server's identity by validating the certificate

Connect to these servers (examples:sry1;srv2;, ®\.srv3l.com):

O

[] Microsoft Root Autharity

[] Microsoft Root Certificate Authority

[ Microsoft Root Certificate Authority 2010

[] Microsoft Root Certificate Authority 2011

[[] symantec Enterprise Mobile Root for Microsoft
[[] Thawte Timestamping CA

Motifications before connecting:

Tell user if the server’s identity can't be venfied

Select Authentication Method:
Secured password (EAP-MSCHAP v2) ol Configure...
Enable Fast Reconnect
[]Disconnect if server does not present cryptobinding TLY
[[]Enable Identity Privacy




Step:10 click on Advance setting

&
IIT(BHU) Wireless Network Properties
Sug Cennection Security

Security type: VWPA2-Enterprise N

Encryption type: AES S

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v

Remember my credentials for this connection each
time I'm logged on

Advanced settings

oK Cancel




Step:11 Click on Specify authentication mode and Select User authentication and
the click on Ok button.
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Suqg == ;
Advanced settings X
r BOZ, 1x setings 802,11 settings
e Spedfy authentication mode:

\User au_ihenticaﬁon e Save credentials

Delete credentials for all users

[CJEnable single sign on for this network

=18

Perform immediately before user logon

Perform immediately after user logon

F

ands ) 10
Bllow additional dialogs to be displayed during single
sign on
This network uses separate virtual LANs for machine
J and user authentication

corce



Step:12 Now user will get login window as show in below image " user your
Roll/Emp ID and password to loggin IIT(BHU) wi-fi Network.

Windows Security X
Signin
’ subhash ’
| LIl IZREELL IR RTL) \
Domain:



Note: If user are facing problem as show in below Image then

'gii! Manually connect to a wireless network

A network called lIT(BHU) already exists

—> Use the existing network

Open the "Connect to a network” dialog so | can connect.

—> Choose a different name
Return to the setup page and cheose a different name.




Go to Wi-Fi - Manage Wi-Fi settings (Click on this)

< Settings

£52  NETWORK & INTERNET

DIRECT-1f-HP M427 Laserlet

—

(e

Airplane mode /; litstaff

Datd Usage . AndroidAP
VPN
. PD16613184C03PHARMA_SOC000177
e
Dial-up
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Ethernet (r
Proxy Advanced options

Manage Wi-Fi settings

Related settings

Change adapter options

Change advanced sharing options
Network and Sharing Center
HomeGroup

Internet options



Next: Select lIT(BHU) and click on Forget

@D on

For networks | select, share them with my

QOutlook.com contacts
Skype contacts

Facebook friends

Wi-Fi Sense needs permission to use your Facebook account

Give and get Internet access without seeing shared passwords.
You'll get connected to Wi-Fi networks your contacts share, and
they'll get connected to networks you share.

Manage known networks

IIT(BHU)
Can’t share




